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- Correlation enhancements

1050l

Security made in Austria

o new rule type correlation with counters for relevant events necessary

for correlation

Rule Group by Relevant Events Exceptions = Action

« Logor|

Count of Events 1

evt_event_id Selector Type:

evt_event_id ~

Matches (OR-joined):

equals ~ 4624
+ X

« Process stopped
Count of Events 1

evt_msg_raw Selector Type:

evt_msg_raw ~

Matches (OR-joined):

contains RegEx ~ stopped

new rule type missing any
new rule type missing all

Infa

Add relevant Event s

X

group by: correlating and aggregating events grouped by selected

event fields

Rule Group by Relevant Events Exceptions  Action

Inspection window for correlation (seconds)
Group Alerts
group by fields
Available:
Device Group
DevicelD
Log Source
Configuration Groups
Log Type
Log Subtype
Event Writer
Source Port

Source

Info

Use global Settings

O global @ group by fields

Selected:

Source IP

Device
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Security made in Austria

time frame exceptions: correlation and aggregation is paused for
defined time frames (e.g. at night)

Rule Group by Relevant Events Exceptions = Action Info

Add new Exception

Saved Exceptions 17:00-24:00
24:00-08:00

individual inspection window per rule

Rule Group by Relevant Events Exceptions Action Info

Inspection window for correlation (seconds) 900 [1) Use global Settings

- Alert rules simplification (relevant events not sticking to configuration groups

any more)
Rule Group by Relevant Events Exceptions  Action Info
Add relevant Event s
» Logon X
» Process stopped X
Rule  Group by | Relevant Events  Exceptions = Action Info

Add relevant Event o=

~ Logon b 4
Count of Events 1
evt_event_id . Selector Type:
log_config_group log_config_group v
Matches (OR-joined): %
equals . v
##### Windows Eventlog #####
Microsoft Windows Application
Microsoft Windows Security
Microsoft Windows Setup
X Microsoft Windows System
##### Windows Logfile #####
» Process stopped Generic LogFile X

Generic LogFile CSV Format

Generic LogFile KeyValue Format

Generic LogFile XML Format

Windows Agent Self-Monitoring Save
##### Linux/AIX Loefile #####

- Agent health and event transmission stats enhancements

o

event transmission stats for agent and agent configuration groups at
GUI and via SNMP

event transmission stats for network devices at GUI and via SNMP
event transmission stats for forwarding devices at GUI and via SNMP

Status Report | Status per Configuration Group Report per Configuration Group Info
Groupnames Last event received: 2021-12-16 15:02:47
Generic LinuxLogFile

Group name: N e .
Linu Agent Self-Monitoring Last event received: 2021-12-22 11:02:12
S T Last event received: 2021-12-16 11:17:30
RHEL - secure
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Status of 10.100.181.254 x
Status | Report | Info
a
last 5 minutes
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syslog via TCP octet counting mode (e.g. for Fortinet)
exporting configuration audit data to Enterprise Reporting Server
editable FIM path, whitelist and blacklist entries

Path c:\windows\system32
c:\program files

- improvement of counters of network and forwarding devices
- additional page navigation for event and alert views

|5yslog] A UNS resolution error occurs
[Syslog] A DNS resolution errar occurs
[Syslog] A DNS resolution error occurs
[Syslog] A DNS resolution error occurs
[Syslog] A DNS resolution errar occurs
[Syslog] A DNS resolution error occurs
[Syslog] A DNS resolution error occurs
[Syslog] A DNS resolution error occurs

“ 4 21333 | ¥

- (SR SAN capable of multiple values

10100181 204
10.100.181.254
10.100.181.254
10.100.181.254
10.100.181.254
10.100.181.254
10.100.181.254
10.100.181.254
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