
 

 



  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  



  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  



  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  



  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  



  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  



  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  



  

 



 

 

 















 



 

 

 

 



 

dd bs=4M if=path/to/example.iso of=/dev/sdx conv=fsync oflag=direct status=progress 

 

 

https://asf.anlx.cloud/index.php/s/NNHq6S4XzGcb46r?path=%2FHARDWARE%20SECURITY%20APPLIANCE
https://asf.anlx.cloud/index.php/s/NNHq6S4XzGcb46r?path=%2FHARDWARE%20SECURITY%20APPLIANCE
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  GNU nano 5.4      /home/deviceadmin/imported.hsalic       Modified 
 
--------------------------- BEGIN LICENSE --------------------------- 
Product: HSA 
Version: 4.0 
Company: iQSol GmbH 
Customer: iQSol GmbH 
Nodes: HardwareSecurityApp: 1 
DateIssued: 26/04/2022 
ValidityDays: 30 
MaintenanceDays: 30 
 
LICDATA-rlWxLKEuVwbvp01MJKqaLzcGIx1moRD2rSWvMzuTMyECFSqcGmuYZJSerUE1M 
nwODMJ55F0c1MyInMTAHD1jiAHV2IR1cZmWZHIOuFwuZGR5CpHcFnJI6D1jiZSIApmAdr 
... 
J5cqQxkJHAkF1WZoKOxFlgaraWnpJyPExgWAQMLAmSbHRSuF0WSBTgEKP9pY050CG0vYP 
4ISyDExIMomD0qSO0Z3cyJwEOG1MhZUMSpycyGRcAGxAWHz9nGxI3E3LeLyOEL2k6KP9d 
0AmN4MJAvZTZkVa0==== 
---------------------------- END LICENSE ---------------------------- 
 
 
^G Help       ^O Write Out  ^W Where Is   ^K Cut        ^J Justify 
^X Exit       ^R Read File  ^\ Replace    ^U Paste      ^T Execute 
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If you type in 1 share and 1 threshold the wrapkey is going to be used. 
Enter the number of shares: 2 
Enter the privacy threshold: 2 
 
************************************************************* 
* WARNING! The following shares will NOT be stored anywhere * 
* Record them and store them safely if you wish to re-use   * 
* the wrap key for this device in the future                * 
************************************************************* 
Press Enter to start recording key shares 



2-1-8bD1fcNDBSSr6O2bYnzTze0LDE3eaCB4ebJoLA1b8eTFQrkp5LoMABEI63Hl6V2jtM0z2w 
Have you recorded the key share? (y/n) 

Enter the threshold: 2 
Enter share number 1: 2-1-8bD1fcNDBSSr6O2bYnzTze0LDE3eaCB4ebJoLA1b8eTFQrkp5LoMABEI63Hl6V2jtM0z2w 



 

This is your Wrapkey: 
d1c5b6c5d156ed57e4e5f2ccc4c064f01348c5e3fe2eaf6e1b3e37dcff9a2ae 
 
It will be stored on the YubiHSM with ID: 
0x0002 
 
Save both the Wrapkey and the ID in a save location like a password manager. 
 
 
Did you save the Wrapkey? [y/n] 



 

Please enter the password for the new Authkey "Admin auth key" with ID 0x0003 below. 
Save both the password and the Authkey ID 0x0003 in a save location like a password manager. 
 
Password for the Authentication Key: 

https://developers.yubico.com/YubiHSM2/Concepts/Object.html


 

 



 

https://en.wikipedia.org/wiki/Hexadecimal


 

 

https://developers.yubico.com/YubiHSM2/Concepts/Domain.html


 

 

 

 

Please enter the password for the new Authenticatio Key "example" with ID 0x002A below. 
Save both the password and the Authenticatio Key ID 0x002A in a save location like a password 
manager. 
 
Password for the Authenticatio Key: 

Using default connector URL: http://127.0.0.1:12345 
Session keepalive set up to run every 15 seconds 
Created session 0 
Stored Authentication key 0x002a 
OK                    ID: ^^^^^^ 
 
You will need the ID shown above to access this Authenticatio Key in the future! 
 
Did you save the ID? [y/n] 



 

 

 



 

 

Using default connector URL: http://localhost:12345 
Session keepalive set up to run every 15 seconds 
Created session 1 
Generated Asymmetric key 0x000a 
OK                   ID: ^^^^^^ 
 
You will need the ID shown above to access this EJBCA Asymmetric Key in the future! 
 
Did you save the ID? [y/n] 



 

 

 

 

 

 

 

 

 

 

https://developers.yubico.com/YubiHSM2/Component_Reference/yubihsm-shell/


 

 

 

 

 

 

https://developers.yubico.com/YubiHSM2/Component_Reference/yubihsm-connector/


 

 

 

 



 

 

 



 

 

 



 

 

ω

◆

Please identify a location so that time zone rules can be set correctly. 
Please select a continent, ocean, "coord", or "TZ". 
1) Africa 
2) Americas 
3) Antarctica 
4) Asia 
5) Atlantic Ocean 
6) Australia 
7) Europe 
8) Indian Ocean 
9) Pacific Ocean 
10) coord - I want to use geographical coordinates. 
11) TZ - I want to specify the time zone using the Posix TZ format. 
#? 

The following information has been given:  
 

Austria  
 
Therefore TZ='Europe/Vienna' will be used. 
Local time is now: Thu Aug 23 10:52:07 CEST 2018. 
Universal Time is now: Thu Aug 23 08:52:07 UTC 2018. 
Is the above information OK? 
1) Yes 
2) No 
#? 



 

 

 

 

 

https://asf.anlx.cloud/index.php/s/NNHq6S4XzGcb46r?path=%2FHARDWARE%20SECURITY%20APPLIANCE
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#> snmpwalk -v 3 -u user -a SHA -A auth-pw -x AES -X crypto-pw -l authNoPriv 192.168.0.1 

.1.3.6.1.4.1.2021.2

 



 

 

 

 

 



 

 

 



 

https://192.168.0.1/connector/status


 

 

https://developers.yubico.com/YubiHSM2/Releases/


Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Yubico\YubiHSM

• 

• 

•  

Using default connector URL: http://127.0.0.1:12345 
Session keepalive set up to run every 15 seconds 
Created session 0 
Stored Authentication key 0x002a 
OK                    ID: ^^^^^^ 
 
You will need the ID shown above to access this Authenticatio Key in the future! 
 
Did you save the ID? [y/n] 



• 

• #> certutil -csplist 

• 

• 

•  

Windows PowerShell 
Copyright (C) Microsoft Corporation. All rights reserved. 
 
PS C:\Users\Administrator.FIELD2> certutil –csplist 
Provider Name: Microsoft Base Cryptographic Provider v1.0 
Provider Type: 1 - PROV_RSA_FULL  
 
Provider Name: Microsoft Base DSS and Diffie-Hellman Cryptographic Provider 
Provider Type: 13 - PROV_DSS_DH  
 
Provider Name: Microsoft Base DSS Cryptographic Provider 
Provider Type: 3 - PROV_DSS  
 
Provider Name: Microsoft Base Smart Card Crypto Provider 
Provider Type: 1 - PROV_RSA_FULL  
 
Provider Name: Microsoft DH SChannel Cryptographic Provider 
Provider Type: 18 - PROV_DH_SCHANNEL  
 
Provider Name: Microsoft Enhanced Cryptographic Provider v1.0 
Provider Type: 1 - PROV_RSA_FULL  
 
Provider Name: Microsoft Enhanced DSS and Diffie-Hellman Cryptographic Provider 
Provider Type: 13 - PROV_DSS_DH  
 
Provider Name: Microsoft Enhanced RSA and AES Cryptographic Provider 
Provider Type: 24 - PROV_RSA_AES 
 
Provider Name: Microsoft RSA SChannel Cryptographic Provider 
Provider Type: 12 - PROV_RSA_SCHANNEL  
 
Provider Name: Microsoft Strong Cryptographic Provider 
Provider Type: 1 - PROV_RSA_FULL 
  
Provider Name: Microsoft Software Key Storage Provider 
 
Provider Name: YubiHSM Key Storage Provider 
 
Provider Name: Microsoft Passport Key Storage Provider 
 
Provider Name: Microsoft Platform Crypto Provider  
Microsoft Platform Crypto Provider: The device that is required by this cryptographic provider 
is not ready for use.  
 
Provider Name: Microsoft Smart Card Key Storage Provider 
CertUtil: -csplist command FAILED: 0x80090030 (-2146893776 NTE_DEVICE_NOT_READY) 
CertUtil: The device that is required by this cryptographic provider is not ready for use. 
PS C:\Users\Administrator.FIELD2>  
 



 

 

 



 









 

http://localhost/certsrv/


 

 

 

 

 

 



 

 

 

 

 

 

 



 



 

 



 

 

 

 



 

 

 



 

 

 

 

 

 



 

 

 



PS C:\Users\Administrator> certutil –store MY 
MY "Personal" 
================ Certificate 0 ================ 
Serial Number: 23ffc8c90789f98a4be52681b328d07c 
Issuer: CN=example-ca.field3.local, DC=field3, DC=local 
 NotBefore: 26.05.2021 13:10 
 NotAfter: 26.05.2041 13:20 
Subject: CN=example-ca.field3.local, DC=field3, DC=local  
Certificate Template Name (Certificate Type): CA 
CA Version: V0.0 
Signature matches Public Key 
Root Certificate: Subject matches Issuer 
Template: CA, Root Certification Authority 
Cert Hash(sha1): 8b2557bd11e1724593e8816f77788283edd3d07f 
  Key Container = example-ca.field3.local 
  Unique container name: fa7a8a9bdb3d713dd505119fb67162bb_b53ca2dd-9218-4676-af02-ce18ceb544aa 
  Provider = Microsoft Software Key Storage Provider 
Signature test passed 
CertUtil: -store command completed successfully. 

PS C:Users\Administrator\Desktop\CAs> certutil –addstore –f My public_ca.crt 
My “Personal” 
Signature matches Public Key 
Certificate “example-ca.field3.local” added to store. 
CertUtil: -addstore command completed successfully. 
PS C:\Users\Administrator\Desktop\CAs> 

 

#> certutil -store MY 

#> cd cert:\localmachine\my 

#> del –deletekey <Cert Hash> 

#> net stop CertSvc 

#> certutil -setreg CA\CSP\Provider "YubiHSM Key Storage Provider" 

#> certutil -setreg CA\EncryptionCSP\Provider "YubiHSM Key Storage Provider" 

 

#> certutil -addstore -f My <Certificate> 

 



HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CertSvc\Configuration\<CA Name>\ 

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CertSvc\Configuration\<CA Name>\CSP\Provider 

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CertSvc\Configuration\<CA Name>\EncryptionCSP\Provider 

 
#> certutil -f -repairstore -csp "YubiHSM Key Storage Provider" MY <Hash> 

#> net start CertSvc 

 



 

 

“tar –xf yubihsm2-sdk-2023-11-debian12-amd64.tar.gz”

“apt-get install 

./package_name.deb”

 

 

 

https://developers.yubico.com/YubiHSM2/Releases/


 

 

 

 

https://docs.yubico.com/hardware/yubihsm-2/hsm-2-user-guide/webdocs.pdf#chapter.12
https://docs.yubico.com/hardware/yubihsm-2/hsm-2-user-guide/webdocs.pdf#chapter.10
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